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Council Commitments:

Executive Summary

The purpose of this paper is to present the Council’s response to the decision of the
Governance, Risk, and Best Value Committee (“GRBV”) in May 2018 in relation to historic
Internal Audit findings.

Statements have been obtained from each Directorate that confirms their ability and
capacity to address all the full population of current, historic and emerging Internal Audit
(“IA”) findings and their capacity to support delivery of the 2018/19 Internal Audit annual
plan.

These statements are supported by a Council wide action plan (“Action Plan”) that
addresses the points raised by the GRBV decision, and confirms that services will prioritise
workloads to ensure appropriate focus on implementation of their remedial actions.

The implications for Internal Audit capacity is under consideration by the Executive Director
of Resources.

To ensure dissemination of the decision, the Chief Executive has also issued a
communication reminding staff that scrutiny and mitigation of risks identified during internal
audits is the responsibility of all to ensure reduced risks and improved performance, thereby
protecting frontline services through the efficient use of finances.

Finally, a reporting format has been designed to support referrals of overdue Internal Audit
findings to the relevant Executive Committees for their attention and follow-up.
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Report

Response to GRBV Motion on historic Internal Audit
findings

1. Recommendations

1.1 Itis recommended that the Committee notes the Council’s response to the decision
on historic Internal Audit findings.

2. Background

2.1 Following presentation of a report on historic Internal Audit findings, a motion on the
Council’s approach and capacity for addressing both current and historic Internal
Audit findings was agreed at Committee in May 2018. The terms of the agreed
decision are attached at Appendix 1 for reference.

2.2 The decision included a requirement to consider the adequacy of resources in
Internal Audit and requested the creation of a suitable reporting format enabling
referral of overdue Internal Audit findings to the relevant Executive Committee for
their attention and follow-up.

3. Main report

Total Population of Internal Audit Findings

3.1 As at 16 April 2018, there were a total of 86 open IA findings (High; Medium and
Low). Of these, 39 (45%) were designated as being overdue.

3.2 A further 30 historic High and Medium IA findings have been reopened as overdue
based on self-attestation by Directors and Heads of Service. A further 56 draft
findings (approximately two-thirds of which are high or medium rated) are included
within draft 1A reports that are being finalised as part of the 2017/18 Internal Audit
plan. Additional findings are also expected to be raised from three ongoing reviews
that have not yet reached draft reporting stage.

3.3 Consequently, the Council will need to address a population of circa 170-180
findings, including 67 (circa 40%) that are presently overdue.

3.4  Note that this total excludes the 53 low rated IA findings raised between 1 April 2016
and 31 March 2017 that were not included in the Council wide self-attestation
exercise. Directors will address these separately as the focus is currently on the high
and medium risks.
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3.5

3.6

3.7

3.8
3.9

3.10

3.11

Since the decision at the May Committee meeting, the following progress has been
made:

3.5.1 There are 67 overdue findings within the full population of 116 open and
overdue findings. All 67 now have clear next steps and actions if they are not
already recommended for closure;

3.5.2 39 findings are with Internal Audit recommended for closure, pending
validation of completion of the relevant management actions;

3.5.3 72findings are designated ‘Will be treated - in progress by Service Area’;

3.5.4 5findings have been closed;

3.5.5 All Directors have confirmed that they do not expect any adverse impact on
Service Area workloads. This will continue to be assessed by CLT as the
relevant actions are progressed.

Director Statements and Action Plans

Statements have been obtained from each Directorate that confirms their ability and
capacity to address this population of IA findings and support delivery of the 2018/19
IA plan. Each Director has confirmed that they are satisfied with the Action Plan
submitted for their Directorate and that they have sufficient resource to support
closure of the current open and overdue IA findings, the emerging findings from draft
IA reports and the planned 2018/19 audits.

These statements and the Action Plan address the points raised in the decision, and
details how services will prioritise workloads to ensure appropriate focus on
implementation of their remedial actions. The Action Plan is attached at Appendix 2.
It should be noted that Internal Audit has not yet reviewed the adequacy of actions
and timeframes detailed in the consolidated Action Plan given the tight timeframes
for preparation by service areas and reporting.

A list of ongoing Internal Audit work within each Directorate is set out in Appendix 3.

The Chief Executive will be monitoring each Directorate’s audit actions on a regular
basis and this will continue to be regularly reported to CLT. In addition, challenge
panels will be put in place to ensure that actions are being progressed.

Internal Audit Resources

The impact on Internal Audit capacity is presently being considered by the Executive
Director of Resources.

Communication

To ensure dissemination of the decision, the Chief Executive has also issued a
communication reminding staff that scrutiny and mitigation of risks identified during
internal audits is the responsibility of all to ensure reduced risks and improved
performance, thereby protecting frontline services through the efficient use of
finances. This message will be reinforced by a further message from the Chief
Executive in a video supporting the launch of the new IA follow-up system and
rebranding in July, and training delivered by the 1A team.
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3.12

Executive Committee Referral Report

A reporting format has been designed to support referrals of overdue Internal Audit
findings to the relevant Executive Committees for their attention. This is attached at
Appendix 4.

4, Measures of success

4.1 Appropriate action is taken by Service Areas to address service delivery risks
associated with IA recommendations that have not been implemented or
implemented and not effectively sustained.

5. Financial impact

5.1 There are potentially financial risks associated with historic IA findings that have not
been addressed. However, although these have not been quantified, they are not
expected to be material as financial risk is also subject to review by external audit.

6. Risk, policy, compliance and governance impact

6.1 Risks identified by IA have not been effectively addressed and mitigated by Service
Areas.

7. Equalities impact

7.1  Not applicable.

8. Sustainability impact

8.1 Not applicable.

9. Consultation and engagement

9.1 Not applicable.
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10. Background reading/external references

10.1 Internal Audit - Historic Internal Audit Findings - ltem7.3
10.2 GRBV Historic Internal Audit Findings Motion - Iltem 7.3
10.3 Internal Audit Annual Plan - Item 7.2

Andrew Kerr
Chief Executive

Contact — Nick Smith, Head of Legal and Risk, nick.smith@edinburgh.gov.uk | Tel: 0131
529 4377

11. Appendices

Appendix 1 — GRBYV Decision
Appendix 2 — Action Plan
Appendix 3 — List of ongoing Internal Audit work within service areas

Appendix 4 — Executive Committee Referral Report
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Addendum by the Conservative Group
Appendix 1

Governance, Risk & Best Value Committee
8 May 2018

item 7.3 — Historic Internal Audit Findings

Committee:

Requests Chief Executive to provide a fully populated version of Table 1 at Appendix 2 to the
next meeting of GRBV detailing:

1} Audit Finding identified;

2) Current position of Audit Finding; has it been treated, ignored or whether it is no longer
extant;

3) How each outstanding Audit Finding is to be treated to minimise the risk to the Council and
the timescale in which necessary actions will be carried out;

4) The resource required by each Directorate to carry out the actions detailed at 3 above;

5) Any additional resource required by the Council’s Internal Audit function to ensure that the
actions identified in the paragraphs above can be undertaken;

6) Where any additional resource identified will come from and the impact of this on Service
Delivery;

Further that a list of audit work being carried out by each Service is prepared and brought to
each Committee so consideration can be given to what projects can be delayed or set aside in
order to create sufficient time for staff to carry out the remedial actions required.

Reminds officers and Councillors that scrutiny and mitigation of risks as identified during internal
audits is the responsibility of all to ensure reduced risks and improved performance thus
protecting frontline services via efficient use of finances and therefore recommends:

that high and medium level findings which are not treated by officers in the timescale agreed
with Internal Audit (overdue findings) are forwarded to the relevant Executive Committee with a
revised report format which makes clear that it is the responsibility of Executive Committees to
ensure that any high or medium audit findings within the remit of their Committee are dealt with
by officers and risks appropriately treated or mitigated.
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Internal Audit - Open and Overdue Recommendations as at
13/04/2018

The objective of this document is to provide Directorates and Service Areas with
details of all open and overdue Internal Audit findings.

The report will be produced on the 10th of each month (or nearest working day)
with responses from findings owners required by the 15th of each month

Current volume of Open and Overdue Internal Audit Findings as at 29 May 2018

Open Historic Re-
13/04/2018] Opened Totals
Communities and Families 4 2 6
Health and Social Care 28 9 37
1B 7 0 7
Resources (including Pensions and ICT) 23 7 30
Place 15 5 20
Strategy and Insight 6 7 13
Safer and Stronger Communities 3 0 3
Total Open and Overdue Findings 86 30 116




Reconciiation - Communities & Families

Open findings as at 13th April 2018 Service Area Code
[ P [P [ P = e e e s = e el oo
Communit recorded 2 |arisk acomplaint, wide complaints system (Capture). Robust procedures. Frances Smith,
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rocess a+16 e People e oy rd ottt Suerto
Hosinissepiiepl et o ol ot e e s
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Entities. Families services£20,000Royal Edinburgh services. be for a defined period Iternal Audit concluded that it s now appropriate to
school staff are not required to be putting child at between SLL and SCD lower threshold of referral to practice teams during 1. mplemented and Sustained- As part o Getting it
available to work during school increased risk; should be established to | holiday periods to allow early intervention to take Right Implementation Officers remit, the business
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GIRFEC

4.Consent tol

information

There is an inconsistent approach to

itmay not be

Recording Consent

Parents/Carers to share information
regarding Wellbeing Ct ina

that the proper

number of files reviewed, consent was
not recorded adequately.

Whist the current child protection
training specifies the need to obtain
consent the requirement to record the
outcome of the conversation
adequately is not highlighted

followed, n the
event of external
inspection o
challenge.

There is an
inconsistent
approach to
recording consent
across the school
Child Protection
process.

1 \
sharing Wellbein
Concern information is
discussed with a

Parent/Carer, this should
be recorded a5 a consent

conversation with the
outcome clearly noted

and the reason for action

documented.
2. Child Protection and
GIRFEC training should
emphasise the need to
record all
communication in

"L GIRFEC lead officer and child protection trainers.
have agreed training content on the need to record all
communication,

2. New combined paperwork for schools and partners
Wil be created, which allows for the clear recording of
consent or, n cases where consent has not been given,
the reasons for this.

Suggest to
Close

1. Implemented. - The Getting it Right Officers have:
orked closely with the Learning and Development
Officers in Child Protection to ensure that there is
consistent message in training regarding the use of
SEEMIS for recording Pastoral Notes, professional

judgement and the creation of chronology. This section
has been

GIRFEC training offered by the Education Psychologists

and delivered by the GRI Officers.

2. Implemented - Combined paperwork has been
created and s available on the Orb,

sessment of need and child young persons planning

With 1A for
validation
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Reconciiation - Safer and Stronger Communities

Open findings as at 13th April 2018 Service Area Code
o Taing[Finding S owome  [nevsednae [neviions [ss Updae = [ Aaational | impacton
ame o || s | s
Recirements | Workond
The Homelessinformation System HIS will e
(HIS)database has been in place since restricted by the addition of password
00 o e e ot Implement an audtableproces fo | protection for s clement of the dtabase, o
collect data on statutory activity. Data d Hostels & Temporary
held on HIS includes client history, ad hoc prices. 31/07/2017 | 23/08/2017 rccommaduton | CATistine Shaw Closed. N/A NA
rmaton dsout fami teuse records estricting et access o fieds of the | ensure that detats of the price agreed and a
o lmcamentsThe syt vos ree oy S database booking confimatonar forwarde to the
uses relating to this audit:Off-contract business support service to ensure accurate
and ‘spot’ purchases are often agreed by - e -
prone Thosgred e s recordedonthel et fore ot we
IS database. Ths shouldthen b used o o e 2% ecognisethis I ey tobe delaved
check the accuracy of invoices (see papants whers inolees are due to delays in the wider ICT The service s involved in the project
scarou| e | S0 et oo oo g |PSSS s mabsentes (et ot ot ey
sss | Homelesne | I 1 s coch moring anavanagement |17 P1ee ORI E | coner bty o ecorcd | nclue the e of dats required acces 3orf2017 | 23/08/2017 Accommodation | N Shaw | Closed b e
& cswo e e |reuiedinforma a
o say) s genrated rom s e | O S0 S o0 B | e chen bty o st
dentied mutile entres with nsccurace| 217 sttt acces and implement
dta inclucing Incorrect umbers of authorisation protocls (where a new
dependent cidren and errors n room o
o For el o remie o roam Work s ongoin to migrate 1 o Northte Toe crrent rofcthas
T by 31 Viarch 2018, i to the sysem ben frthr delaved due
e st the dtaenco igration, a fulldata ceane wil take pace 1o egislative uparaces
changes cannot be tracked. This also Data held on HIS should be audited | Data retention guidelines will be applied fully | Not yet required for annual Sean Davidson, Will be treated - in
agreed rates with off-contract B&8s and o facility to cleanse HIS and the time and having a negative impact | Team Manager Service Area
when. Most team members with access cots o deliver this would proibitive, on Northgate word
N aclying the
1. ACCTV working group hs beenestablshed
hatis chaired by an Elected iember. T
Lead Office i the Manager, Commurity
ey Tree s working groups have lso
been established. The sub ‘Strategy’ group has
been tasked with developingan overal CCTV
1. A corporate CCTV By f 3
andard operatona pocedures | the CTV sevice. Th setegy il include
Rona Fraser, Wil be reated - in
This should il 2| centalised ccTv s Al BT Community ustice | Lesley Newdall |progress by i A
Senor Manager Service Arca
ofcostsand possbll »
‘maximisation (where possible). ‘agreed implementation date for the strategy
hichis el o b lnger tem. t has
hrefore becn agrecd with Internal Aui that
the fincing will e closed and deveopment
and approval of th strtegy, with furher 1A
Teviews scheduled o conide effective
implementaion of th srtegy.
2 Standard processesshould be
developed forimplementaton across
all sevice areas providing CCTV
Services These should be aligned with
sppicabl egal and regulatory
cquiements and should nclude (152
‘minimum) procedures covering:3€¢
Roproval and reauisition of new CCTV | 2. Th sub ‘olcy and Procectures’group wil
» OV operational
There is currently no consolidated requests for \d procedures. Not yet Rona Fraser, Will be treated - in| WA A
corporate strategy and standard and their allocation across. across al three CCTV servie areas, These will | due | 2/0%/2018 Community lusice | Lesley Newdall | progress by
operational procedures supporting ‘geographical sites,3€¢ Identification | include the areas noted in the audit Senior Manager service Area
consistent and legislatively compliant and repair of damaged equipment,3€¢ | recommendation.
deleryof CCTVSevices sross Srvice | N
veas, and no establihed rechrge otoge e e i he
rovee o enable recoveyof oy costs. | TSCvel, and sof potential | of oot et reagned wi
incurred by the Councll. Tnere has also. | @ ico ik occociated with | and Data Protection Act requirements,
ssciront| TV been no progress in addressing the major failure in CCTV infrastructure | 31J3€¢ Approval of requests for
0 et s s e e 5 L e s
e the TV 008 e |ssoctedwin et recharge
T T st e ptentl o omBace | e |3 ot ofthe s Taccol Working
e e | W1 oW GOPR reultions Grou st oversee and implement the
plan to ensure that all CCTV operations. upgrade CTV inline with Rona Fraser, Will be treated - in|
will be compliant with General Data the Boston S Il BVt Community Justice | Lesley Newdall | progress by NA /A
Protection Regultions efective from eauest submited o nanceand e | OTPEUUe forfutreintegration of counel, Senor Manager Senvce Area
25thay 2018, relevant Council Corrities for
relevantGoune) CammItess 0| g sorces t supert he ecesory
T corparate OV Tk reger
rcorting theconsoldate riss
socited withdelveryof CTV
Sevicesshould be preparcd These |4.5 86 1t expeted tha the tategy
tion pans
a v
owners. The sk the ol This wil be
- supportef i asset Rona Fraser, Will be treated - in|
egular ongoing e g e e | L | 2rioazons Commnityfusice | Lesley Newdal | progrss by A A
appropriate. 5. A consolidated asset | these areas will be reflected in the strategy Senior Manager service Area
" Meantime, Secury are
mainained torecordall CTV | undertaking exercs to uly document
oy the Counil, s indetated
6 Acorporate
business continuity plan should be
desgned and implemente 1o support
7. nformation Governance s performed
7. s b DO e GO resinss revewoftreeCTV | Rona Fraser, Wil be treated -in
areas, and the questionnaie has been 2970672018 Community ustice | Lesey Newdall | progress by A wa
ensrs th s wi b complant | 752521 o | e ok s progrss by
with GOPR by T complens
1 The server ardware ot NPH s been Tre CCTV Warking Grou
pated and i ow secured behind work are aspringto meet
contructed prtiton witharcondioning. e gold sandare for
ccess s resticted by controled enry, and TV and work towards
the nstallaion o air condioning shuid now abtaining Survellance
1. Immediate action should be taken | negate the need to leave the door open in Camer issioner
securiy e s 2477 (SC0)cetcaton fom a
Services fle server X relevant UKAS accredited Wil be treated - in
Lackof corporate strategy and standard CCTV images and 2 request made 1o | security of downloaded images has been Notyet | oo uaons | sooesots ody. WillBoag, PBEM |\ o\ | rogress by NA NA
operational procedures has resulted in o i due Security Manager oo Aren
three Service Areas (Public Space, any new pol Updated policy/guidance
Security, and Concierge) managing their procedure, issued to all Head
CCTV sevicesindependently with » Teachers, Communty
ifring standards of opratona the CTV Working Groupfrom a OR Centres and usiness
vocesses and ool with examples of perspectv cutenty,allNPH alarms can be Managers who have
Ron-complance wit aplcable manually transfrred o Waverey Courtin the mentoring equipmen on
legilation cdent n al tree reas The evnt of actasrophic allure 08 of sevice, et remise directs any
followingcontol gaps were dentiied o .
consisentyacros al tree Service
veas,ant have been discussed 2 Publc Space suparisors underake review
separately with ach: 1. Data protection ofstaff work n a montlybass nine with
regulations (the Seventh Principle), and 2. Internal and peer reviews should be | legislation around CCTV Governance. This s to
tne CEC nformation Secuity Plcy ber S itbe vened
ISO/IEC 2700) were non-compliant in o . ! " o
[ e v M. thenew polcies and | et | 1 /0ng Community usice. | Lestey Newdal | progres by A A
server and downloaded CCTV images for Public Space CCTV to ensure Data. | requirement to record that the reviews have Senior Manager Service Area
weresored nan open regularl s
unstafed room that was occasionally taken'to adress any gaps dentied, anc any
apen o public access. 2 Thereis o Dot roretion bresches
evdenceof reguar eroalorpeer | Fnancal pealy and reputatona
reviwsof CTV operations as feqired orach of
b the Natonal Srategy fo Publi pace | Data Protection egislation and
TV o ensure complance wit Data | Council Records Management 3. The oy and rocedures’sub group s
safer & Protecti 3, i hould be | devel CCTV policy and
sscapom || STV rand  |revewed ana procedures
= re (operations were not up to date and had | risk of potentiallegislative and | CCTV and Records Management the entire council CCTV Estate. These Rona Fraser, Wil be treated - n
not been subject National al management | NOtYet | ¢ 00501 Community Justice | Lesley Newdall | progress by N/A NA
" record: 8 b I for CCTVimages on | req v due Senior Manager Service Area
' ystems, and rtenton of downloaded  sstes and lso downloaded CCTV mages,
not fully compliant with current Data Council policies. CCTV footage), and reviewed at least | The requirement for an annual review to
Protecton Act requiements and the annualy. confir o ncorporate any necessay changes
CouncirsRecords Management polcy. An il aso be ncuded
cxample o s wasthat l tree sence
aeas had 3 diffeent document retetion
ocess, with Security apping  process
e e s 4The Councifs Risk Management team will
informed that a Police case file is closed; be engaged to support a review of CCTV risk
:ubhcsalewre(am\nxloo(axeunmm\d 2( ted withdelveryof veas and ensure Notyer Rona Fraser, Will be treated - in
)y the court that the footage can be. 28/09/2018 Community Justice | Lesley Newdall [ progress by N/A N/A
destroyed; and Concierge retaining recorded on registers wil due Senior Manager Service Area
e et ik regitrs Al security related CCTV ks have now ben
e e oot vecorded on Propertyand acltes
CCTV services have not been identified Management risk register.
andrecorded on Senvice Avearisk
Tegisters. . Noinduction wining nd
ongoing training and development is 5. The roll out of the new policies and
provided procedures tobe apled acros all CTV
ey are ware o il appicable operations il b supported by employee
eglation et hanges s brifings and raiing. The new poicies and
operatonalprocesses fo th Sevice procedures willso ncude th reqirement
s . Induction and ongoingtraning o Rona fraser, il be wested - in
houl be deluered o CCTVAt | andongans efresher g o e Nt | somaaons Community Jusice | Lesiey Newdal |progess by A A
of completion. lead). Properties and Facilities Management Senlor Manager service Area
has prepared  rainng matr. A rlning
provider has bee aso entied an taiing
Courso dtes cstablshed throughout 2018 for
service users. A security information page is
als0beingprepare fo publshing on th Orb




Strategy and Insight__|
Open Findings as at 13th April 2018 |service Area Code
UniqueNo |Project Name |Group | Rating | Finding, Status DucDste [RevsedDate | Status Update (Owner it Contact o P | p———
Requirements Workioad
The actions set out in the Corporate
Complaints Improvement Plan are:
he Council has a complants helping to make improvements n this
Randing st Comtoreswhich e Counci should The procurement of 2 new CRM to area. In particular, more service areas
lows oot oo e ackedt orocoud it mrocuring | FeCord customer contcts s part of the e using CAPTURE torecord and acion | | oo
from the point where it is new complaints handling | 2" O Onac Thisisamedum-t0 1 yor ot que | 31/03/2019 complaints. Reducing the number of | of yraregy .| Lesley Newdall | Wb reated - N/A N/A
received, and which can be used system which can be used |/ 167 solution, and the project plan systems used for this purpose is Insight progress by service Area
Lo generate management ey and implementation timetable have not providing greater consistency and
ormon e imes, | mefficent yet been developed. visibilty around comlaints. However,
o o o UM% | collation of this action cannot be met in full until a
complaints. However, Capture | PN corporate CRM solution is rolled out
o e actemeed oy enole | Performance across all service areas. Timescales
e ey e statistcs as data In the meantime [until complaints 1A has reviewed the draft complaints
e s used | mustbe software is upgraded], we recognise the policy, procedures and complaints
for complaes reling va ehaol| Council needs a formal complaints policy, improvement plan which confirms that
bt has s imitations. multiple As part of [complaints] | and a functioning complaints handling the revised policy and procedures. We
Complaints | Strategy Complaints can only be recorded < have reverted to 1GU with some fllow | Kevin Wibraham,
Crstsiss 1| O | | e | e g |k that the complaints handiing | management (across the Council is up questions, and (pending receipt of Information
g roare complaint ¥ as part of the | A Validation | o1 | 310772018 |responses and fina versions of the Governance | | cio. Newdall | with 1A for validation NA NA
vtem, and oot b used to | PErfOTmance | reviewed toensure the | Counci's Transformation Programme. | in progress documentation) willbe able to close this|  Manager,
radoee maaningior statisticsare | C Strategy and to management action when we have seen | Corporate
agerment nformation. This | MaKEUTate by licy, and evidence of implementaiton and roll out| ~ Governance
e o o schools. any new system. reviewing associated procedures These across the Council, with focus on
e w0 senort | hat compiaines willbe launched across schools for the implementation across schools. Further
e e aeoe | received by the new academic year. We anticipate that information has been provided to 1A
use Capture either. Anew Councl are not e —
o |resolvea.
being procured under the CGl must also include a A Communicatons programme o Kevin
contract, but to date, there is no communication o e Wilbraham,inform
decision on the system to be programme to ensure that | " AValidation | 11 hisacton has been met. With IAfor | ation Governance | | oc v ol | wieh 1a for vatcation A A
used or timetable for ooty wil oo ncarporared it the in progress validation. Manager,
implementation, the new complaints Corporate
handing processand | Governance.
understand how to use the
New Criterias in place and implemented
10 evaluate change iniiatives and
whether projects and programmes
should be tracked via the Councif's
Existing criteria to Change Portfolo. This evaluates
initatives
project should be included |strategic contribution; financial impact;
in the Change Portfolio | level ofrisk; service improvement;
should be reviewed and [ political impact; citizen/community Scott Robertson,
enhanced. The revised  |impact; and staff/culture impact. This o Willbe trested -in
change| Not vet due | 30/06/2018 In progress. o | veseyNewal N B e N N
athorough assessment of | initiatives should be included in the possii
the rsks associated with | Portfoli. The Change Board will
projects and willbe ultimately agree what is tracked via the
by | portfolio. The matrix has been presented
the Change Board and 1o CLT and Corporate Policy & Strategy.
GRBV. Committee on 5 Nov 2017 and i being
applied to al new change initiatives.
Formal communication across the
councils being developed and will be
implemeted over the summer.
All projects currently
outuith the Change The portfolio of projects was agreed with seott Robertson
reviewed and assessed to. |1 Change Board in December and is Portfolio& Willbe treated - in
el hether ey . |Feviewd monthly to take nto account | Not et due | 30/06/2018 In progress. Covenee | testeyewsall W B NA NA
ol be el b |Prolect which have close and any new possii
on the revised assessment [P"2PO%21
criteri;
The Portfolio and Governance
(P&‘s")s:::‘n::::;:: :S(‘v:‘x:‘g::nd 5RO who are accountable
oversight of the Councif's Change for delvery of significant
Portfolio, providing portfolio chane projects should
progress updates o the Coundif's assess within the business
Change Board (essentially the case whether there is
Corporate Leadership Team) and sufficient skills, capability,
elected members at the and capacity within their
Governanee, Risk and Best value Service Areas to effectively | The Delivery Unit in S&1 now provides
Committee (GRBV).The P&G deliver th d ©
Lo alvo ncludes soveral skl with 2 reere ence provided to A and awltng | sett Roberton,
d the change confirmation from IA that this evidence | Portfolio &
and aualfied programme and outin thisreport, S&1 | ntitives business case. Guidance will be| "5 40 94t¢| 30/03/2018 has satisfied the agreed management Governance | (#9eYNewdal | with 1 for valdation e e
responsible for managing and prep: 's Change Team and action Manager
Sonporting delivery of 3 mall support them in this included in business case templates
et of snifcont business regard and the outcomes | provided.
together with any specific
rogrammes. Currently, the ’
iteria applied to determine management support
whether a project should be should be reported to the
included i the Change Portfolo 1 oo f::;iii‘::: :‘:L
or delivered by a service areais .
based on both the cost of the
project and/or reputational | mPIC2HOnS
associated with
sensitivty. There i therefore a
number of projects | Bt
quantified) i progress across | re3¢¢ Falure of
high rsk projects
service areas that are being
being delivered
delivered by employees with
potentilly limited project | SeTIC€ are2s
as they are not
management experience, o BY | pjecy g Standards and processes are being
external 3rd party poject | o e by b developed. Implementing and
y team; the embedding these will take time as this is
subject 0 oversight by the P&G [ " 1218 | shouid b developed and :k::;:‘.:;“;:g:::i: ::‘:ﬁ:f:“: =
team and the Councif's Change applied by al projects .
relevant Council needed across the counc. It i proposed
Boardou review offour projects| 1o "
witinthe Change Portoll 0L | Counll N Shoud | oojcts s prorammes,
established that whist standard | 7 HER B0 include (but not be e oo 21D e, P00, Scott Robertson,
project management principles |, restrcted to) BUIdaNCE ON | oo, status reporting, RAID | Not yet due | 29/03/2019 In progress. Lesley Newdall | Wil be treated - in NA NA
exist, they are not applied (2 owto: mansge exermal | R e Governance progress by Service Area
understanding, | 0L TOMETE | Closure ntally A project tooki will be Manager
and training in g published on the Orb. It s proposed that
Portfolio.Consoldated reporting | e e prjecy |54 Ssues and certain documents in this toolkit will be
prepared by P&G and provided dependencies; and nited fo v oy hose miithes
tothe Change Board and GROV | . o 4 P11 within the Portfolio as detailed above.
based on updates provided by | jorigzee |20 E0vernance Projects and programmes out with the
indvidual projects and | p ey o gy |docHments. portfolio will be advised to use but not
programmes within the Change
effectively and mandated.
Portfolo, however these (1N
updates areinconsistentin | SO
terms of content and evel of | 1ORC IR
projct detal provded. Addtonaly, | 1€ P2 oY
cwrouss. | | strategy P86 include




e & Insight projects outwith the Change
fealston Porfollo that e beig detuer| TYS5e 08
by servieareasthatcola |05 impac
stentily b catgored s (MO
ignificant’ based on a broader "
Conolited
Setofcrerafornclusion n the
Crang orol Revwor [<PE
vt govenance cos four [TV
of the projects included in the Board and GRBV
Change Portolioestablihes tht
rojctsare ot being managed [ PTPIte
consistenty and denied | {EEERRACS sandard project Anew Delery Unit has beenestabshed
s themat conolgpe. (LT momsement st |, sty or e govermance oy —
business cases are not deliverables are | ned and maintained by |21 OVETSENt of all significant change. |\ o4 o | 30/64/2010 In progress. Portfolio & Lesley Newdall | Wil be treated - in N/A N/A
ot et |camed and mantained by | wilbe responsse for Goverance progres by Service Avea
consistently produced. Project | 1% 8 g Providing | ouring consistent standards around Manager
approval s often granted based oversight to confirm that it porting on a monthly bsisto CLT.
on pper prsente o Counl <04 ;
commieessec areto (S
et ecordand maior | SPECLens
projctbenfts fer Ficing. | 2121022
2);3€¢ Lack of clearly defined
project plans that reflect project leakage of
critical paths and key project commercally
dependenciesdec Faureto | T
ety rcord, monorana | <1Se
report project risks, issues, and anda€e Ar:;s for
dependendes e rject
governance minutes (e.g. best practice are
steering group meeting minutes) | not identified,
donotconsstentyrecord | "0 Seried
attendees or meeting shared when
outcomes 46 Weskneses n he
management and oversight of projects close.
third parties involved in projects
toensre that ther defwer s n
e withconacua
requiementsfe Lack ofsecure
arrangements supporting both the
e e Change Board nd GREV | Change osr, CPES and GROV have
o nowld b reviewed and | been eviewed and grec. Anew
e s enhanced todemonsrte | dshboard wa resented t th Chnige oy —
party suppliers involved in oard in refined 1 ot et due | 29/06/2018 In progress. Portiolio & Lesley Newdall | Wil be treated -in N/A N/A
e e being dlvered acros the | over he net few months. A wrkshop Govermance progres by Service Area
e Coundlbsed onan [ with GRBV was hld b annualreports o anser
oo sopoprtestof | GREV wa e
large scale projects (for example standard monitoring
MS Project). Several projects are metrics
managng ht prject plan
Wictoot Excel whih s ot
vy adecuate to suppor ih
ko g sl hanges 3
Projectcose reports e not
constenty omplted when
ot s cosed
Where projcts il o
ranster of commercily
enstie dota between he
Counland i pries,
e formaton
Governance Unit (IGU)
hold b conated and
Getals ncuded 1 prject
PrvacyImpact
where —
L —
arrangements should be  [IGU. Notyet due | 29/03/2019 In progress. Lesley Newdall N/A N/A
Govermance progress by Service Area
cablahed i o e
paries prior o Gudance wil b developed withthe
ommencementof [ imahementof e
proets. i reqrement
hould bencluded it
Sroect guance made
bl by PG o
ervicearess,ans
<onddered s partof he
buinsscose spproal
process ol sgnificant
profects ke n he
ortallaof hans,
rtsin ofan sproprte
range of project
e 00 e |Aprlectaoli wilbeavable on the
o tha nchudes key tempintes. Py —
consolidated change Not yet due | 29/06/2018 In progress. Portfolio & Lesley Newdall | Wil be treated -in N/A N/A
orslted e o esevwitbepat ot swigr st Govermance progress by Service Area
e s e s toow ot ansger
to all significant, high risk felivers e
na g sl raets
across the Counch.
I consldted benetts
Chate orfalo R e cange o o e montly Py —
and reported to the status updates detalling benefit Not yet due | 28/09/2018 In progress. Portfolio & Lesley Newdall | Will be treated -in N/A N/A
e 010 | reslson o et n e Govermance progress by Service Area
portil anser
cupportefecte
antorng o benetts
acrss theportfols
Agreed.
benefs easaton s art fthe
senetsshougpe | uanes e and o praets wi ome
Beeftsshoudbe | intothe porfllo uess the usiness idence provided oA and awaiting | St Robrton,
incluson of a project | 256 21 s contents have been Past due date | 30/03/2018 confirmation from A that this evidence | - Portfolo& | o, Newgall | with IAfor valdation NA NA
frtuonof Rt | pproved. T il cucespprovaof s st he sgreed mansgement | Govenance
it e roec benefs, and 3 benef ction Wanger
owner.
s il e timetoembed and
mature




P& shouid prepare
guidance in elation to the
cintion S bers | grcs s oo gt | et v,
confrmation from I tht this evdence | Portolio
Hent o 0| 1 i e partof the ool that il e P 808 9 | 301032018 hassatisfed the agreed management |  Govemnance | ¢4%Y Neweal | Wit Aforalidation e e
e eafhe.|PUbIshedon the O stion. Manager
projectand post
The potentia
Whilta consalidated portfolio | isks and business|
governance reportneuding. | mplications
benefits manitoring s produced | assocated with
forthe Councirs Change Board, |  our Fndings
ourreview of the conrols n
place supporting dentifcation, | Consolidated
monitoring, and post enefts cross
implementstonreviewof | - the Change
proect benefisacros a sample | ortiol cannct
ofcurrentand complted | be monitored or
proects acrossthe Councll | thertotal
identiied the following control | contribution to
Weknesses €< Therelsno | fnanclal savings
consoldated beneftsrelisation |  assesed A€C
plan covering all projects within | Projects that are Standard business cases
the Counci's Change Portfolio | expectedto | that detall expected Scott Robertson,
enabling consolidated benefits | deliver significant project benefits, should Portfolio & Will be treated - in
monitoring including the | benefits will ot | 0™ the basis for approval | Recomendation agreed. Not yet due | 30/08/2018 In progress. Govermance Lesley Newdall | s by ervice Avea N/A N/A
contribution of any financial | be supported by | °f 2l Projects by the Manager
benefits to costs saving targets) | P&G or reported Change Board and relevant
atportolio 1o the Change
ofthe projectand post | Board s partof
implementation:ac¢ Benefitsare|  the Change
not curtenty specified asa | Porfolaec
riteron to determine whetera| Project benefits
project should be ncluded n the
Change Portoliace Therelsa | completely and
_— Jockof ity across projects | accurately
cwrrouss. | PO ey regarting the defintionand |  asessed and
PR i Pt lassifction of benefit. Traning| _recorded;aee
materals covering benefts have |  Projectsare
been produced by P&, but have|  approved that
not been shared acrossal | willnot delver
projctsd€c When produced, | benefits and are
prject business casesdo not. | ot aligned with
consisently the Councifs
expected project benefitacc | stategic | methodalogy should
saseine measurements (e | oblectvesiACe | incude the requirement _|trtegy and nsghtprovid project
positon prio to resource to
ofthe change) re notalways | cannotbe |submited 0 P&G for | projects are setup o suceed, and in scott Robertson,
recorded, o arenot sufcinty | measare s the | eiew ro 0 submision [ some coses s o ncued drect | P ety Newaa | Wil b rsted-in i i
granulrtosupportapost | baseline [ tothe Change Boardand . roject management, This suppert Governance progress by Service Area
reviewto Manager
confrm that expected benefits | have not been|confirm that benefits have | benefitsae ncludded within all busienss
have been realised;ac roject | ccurately | been dentified, quantifed | cass,
Updatereports prepared by |  recorded;d€c |and ecorded with
submitied to PEG o support | inaccurate
consoldated
‘eporting o not Includean | provided by &G
aporopriate levlofdetalin | tothe Change
reltion o benefis; andaec | Board or GRBV:
There s limited monitoring o | andse Inabitty
‘benefits following project to accurately.
completion and transton nto | assess whether
business s sual sevice dellvery|  benefits have
toconfirm that all expected | been reaised
benefits have been acheved. post
implementation.
saseine measurements
should be recorded n
business cases.
Scot Robertson,
Benefits Management approach re Notyet due | 29/06/2018 I progress. Dol & | Lestey Newdall ::!;;’:‘;:';“:w“ NA NA
baseie messurements.
il projects witinthe Vianager
Change Portoloshould be
recorded and revewed by
vac.
P&G should specify their Evidence provided to IA and awaiting. Scott Robertson,
expectations regarding. Expectations are set out in the highlight confirmation from IA that this evidence.
inall | report d 30/03/2018 Lesley Newdall | With 1A for validation N/A N/A
as st the agreed management | Governance
from Project Managers. action. Manager
e requirement for
completion f st
implementation reviews
and development and
mplementation of
processes enabling
measurement and
reporting of post S&I to schedule and undertake post
implementation beneits
implementaton reviews. Annual
by Servic Areasfor all sctt Robertson,
the Change schedule to be agreed between P&G and Portfolio & Will be treated - in
Projects anc Not yet due | 30/06/2018 In progress. Lesley Newdall N/A N/A
Porlioshouldbe [0+ PortoloProfectsand | Governance progres b Serice Area
included in the P&G scheduled to close within the next six Manager
projectgovernance | e
guidance. The P&G
oversight process should
also nclude the
requirement to confiem
that benefts have been
Identiied andare being
effectively monitored and
reporte
We reviewsd the amangements | IFservicalevels | Sarvice Level Agresmments | Divectors willensure fhat a servie evel
in place with 5 oganisations o |are not formally | with
whichthe Council provides | agreed with the | which i
professional sevies other professionalservices | tha they support. The SLA should set
Organiationservices organiation, | should be reviewed and/or| out al servces provided and received by
provided2015/16 Fees Lothian | there is a risk established. These should | the Council, key activities and
Valuaton that: There s delerable, and
servces reputatonal the Counciland the
Internl At damageand |delwerables,and the | counterparty. The agreements should
piy neressed freshed
and he  |annualy o ensure that agred sevices
procurement nsuranceTreasury [ Fthe Coundil | Gounciland the s charges remain approprste,
Service Level Service Level . . Gavin King,
g docanord e Surategyand nsght do ot provideany | pemocracy,
Festo0sss. | Agrements |sesy oot | cceteythe |2 e mer o Overdue | 30/11/2017 | 555 29N | sonicasto the Counci's ALEOs. Suggest | Governance and | Lesey Newdall | Wit A forvlidation /A No Impact
with ou e ationscosed. Reslence Senior
AuthorityAccountancy Council may not | ensure that agreed Manager
e22.000cec approprite | renain appropriate
sevices£20,000 RoyalEdinburgh |sevices
Miltary TattooPayrll providedand
servcestressiry Arangements in
managermentinternal Audit | place may not be
£1.500 Therewas acorent | approprite or
Service Level Agreement (SLA) in | may conflict with
place with only one of those 5 | other Council
entities (SEStran). The duties.




CEC agreed to the ICO that all
employees would complete the

Risk that staff do

All staff should complete

Existing Council employees who have not

not properly

role-spy g

that
was mandatory at the time
(A16). Since the ICO review,
frequent and consistent
messages have been issued on

data security
within their role.
and the steps.
they can take to
«

this, a number of councilstaff
have sill to complete the
module. In addition, CEC agreed
o undertake role-specific

the Council.

conducted, as planned, by
Q22017.

will
o s0. Once the elearning module s
complete, staff will be expected to
update their knowledge of the
Information Governance related policies
on an annual basis as part of the annual
policy refresher process. However,
completion of the elearning module may
be considered excessive for front line
manual workers who have minimal or no
information governance responsibilties
and a briefing note, prepared by the

Suggest action
closed.

Significant levels of training and
awareness continue to manage
and mitigate risks in this area,
these include: dissemination of a
briefing note for hard to reach’
employees, mandatory induction
on information governance,
regular communications, GDPR
and PIA workshops, role and
service specific training sessions,
Elected Member briefings,
roadshows, and presentations to
CLT. In addition, an e-learning
module for managers has been

Margaret-Ann
Love Learning &

training for a number of higher- Overdue | 30/05/2017 Lesley Newdall | With 1A for validation N/A NoImpact
risk data security roles. In some Information Governance Manager, wil launched and a GDPR e-learning Development
cases (A6, C20, C27) these. be used as an iternatve for these module developed (planned Manager
training sessions have been particular employee groups. launch early May 2018). The IG
planned, with materials provided Communications Pan for 2018
for review. However, these continues to promote continued
sessions have not yet taken levels of awareness, utilising the
place, as many of the staff are various tools, training packages
relatively newly appointed and and methods as set out. Revised
due to organisational restructure information governance policies.
and change across the Council. (supported by communications)
Al role-specific training sessions. ‘will again highlight manager
sgreed with the ICO are responsiiltes in ensuring
currentlyscheduled to be held employees have appropriate levels|
by the end of 02 2017 ot information lnerary and
J— suateny || o widerreview into | Rolespecic traning on nformation The e-earning module for managers
2 1€O Follow Up & Insight Medium information training needs | governance for managers and (intermediate level) was launched as
acrossthe Council should | supervisors has been drafted. This willbe part of a suite of Council-wide
be conducted o ensure | developed as an e-learing package as communications and awareness raising
sufficient levelsof part o the Counci's raining programme activties to celebrate Global
awareness and will e offered alongside face t face Information Governance Day on 15
training sessions which are currently February 2015, It continues to be
taking place as part of the Information promoted as part ofthe Councif's
Governance Unit's Communication and preparations for GOPR through
Engagement Plan for 2017 compliance workshops and training. | Kevin Wilbraham,
Further Council-wide communications. Information
Overdue | 31/07/2017 | S4B8E5¢ 3tion | around the e-earning module are Governance | | jey Newdall | With 1A for validation N/A No Impact
is closed. scheduled for April - June 2018. Manager,
Progress concerning the launch of the Corporate
module has been reported to CLT and Governance.
the Councifs Change Board as part of
the GOPR scrutiny process
R Further There has been a signficant number of | Kevin Wibraham,
e i nds | Gentifed and developed as prt of the training and awareness rasing events | Information
Counci's preparations for compliance. hroughout 201718 (1304) which Governance
B conductod t ensure. |t 31/03/2018 | *55°3° %" | nghiigt specifc roles and changed Manager, Lesley Newdall | With 1A for validation N/A N/A
be conducted o Regultions which comes o force on responsibilties under new data Corporate
25 May 2018, Thiswill concentrate on protection laws and information Governance.
awareness. existing and de This effort has_
dive nto a sample of data
sharing sgreements was carried
out, and existing agreements
have been improved significantly
since the ICOvisit in 2015. There
was aso evidence of good
practice where some areas were
il Lt
previously assumed to be which were
Coverd iy the mors generalpan| 24 Wit e Kevin Wibraham,
Lothian agreement. This The Counilshould These actions willbe taken forward as Information
RES16061SS. Strategy existing ol actions | part of the Council's preparations for These actions have been met and Governance Lestey Newdall | With 1A for validation WA WA
o [cortow Rl sgrecmentsand the aresthey |10 " (LG ible | GorR mplementaton andwil b clarl SUOY2018 | e[ denceprovided o 1 for anser, o
covershould be encouraged. At | AT | apportuniy. Set out within the GPR Project Plan. Corporate.
the time of the audi, the data Governance.
information
shring agreement withthe | "ET
Integration Joint Boards (18} was
still to be formally signed off, |
following the review of all
agrecments requested by the
1CO (B7). The new draft has.
been verballyagreed and i due
<0 be signed off n June 2017
Information Asset RegisterThe
AR has been established since
Wewould expect thatthe | The lackof | Executive Committees | Executive Directors have been assgned Areport was considered by Counci on 2
performance and operations of | regulr scrutiny |should review their sponsibilty for Arms Length June 2016 and 30 June 2016 setting out
Arms Length could lead to new reporting arrangements for ALEOS
subject to e scrutiny of e This divided the scrutiny betueen the
Covermance relevant reputational isk of | committee can provide appropriate executive committee and the
Pt tothe Council | the scruiny. A report Governance, Risk and Best Value Gainking,
P, For our sample of Arms Length | due to: - scrutiny arrangements will be considered Committee. The reporting Oemocrany,
cwisor | o [statesy | yyeggym | Companieswe igentifed that We would suggest that at a| by Councilon 2 June 2 istorc | 30/08/2016 | SUBBEStactioncesponsbilties for ALEOs ave been | PeTORE | o NA Nompact
& Insight the performance and operations |fack of miimum this should be isclosed. | made clear to executvedirctors andto | Sorerror e ¢
had been subi v p the ALEOs themselves. The requirement
4.Governance Manager
e it the o scrutinise Council companies has
period from January 2013t | with Arms Length been added to the Governance, isk and
August 2015 (C. 2 % years): Companies: and [ make annual scrutiny of Best Value Committee work
each Arms Length programm
inherent rsks not | Company  standing tem
Each year CEC undertakes a Duetothe bi- | With support from the Risk| Risk Management - Portfolio & From 1 April 2018 Projects within the
number of projects and monthly nature | Function, CEC's Governance Manager and CRO to agree Councifs Portiolo Major Prajects
programmes, many of which are |of reporting and Team  |how i tothe require Project and Programme
materialinvalue or nature. | ssproject sk thereis i Managers to report monthly on isks on
Currently there are ver 20| regisers are not | algnment of CEC’s and oversight of projectris s addressed thei projects and programmes. Key
projects and i h- |and agree an approach (to be reflected Portfolio Risks are also reported to the
remit of the mai Kk K and signed off) in the Portfolio Change Board (CLT). In addition, there
projects portfolio (i.e. any may not be the management of Management Business Case on how is ongoing dialogue with CRO on
project/ programme overa [ escalated ona | assessment, reporting and | tghter alignment between the
value of E5million or whichiis | timely basis project risk. P management will be reflected in updated risk
Risk Function: particularly sensitive to the which, due to the framework and that of management documentation.
Governance, il CEC should ensure projects/programmes is delivered within
ey Finance and Resources poltcaly independent challenge | framework that meets the portiolio
O Steae d GREV receive bi- Simone Hisiop, Willbe treated -in
sesians i | M | ey andse . |ofoicts,coud absutnt carporateq| Mot | 301172016 ovzzoss Congevansgr | TN | e e wa Hotmpoct
3.1 roject itin R date tothe ERM
Governance & progress and RAG status of all significant fr
Risk major projects. If risk financial and. escalated and Project and Programme Managers to
Mansgement reputationsl | mansge risk on their pro
damage to CEC d inbi-
sre welldesigned, ligned with | should the risks " Portilio &
the wider CEC enterprise-wide | crystalse or | escalaton of potential ik | Governance Manager. However, going
ion | fitures priorto forward there wil be 3 recommendtion
Il projects, to risk
that tigate or management is mandated for il projects
sggregation, escalation and | respond to the | The Risk
i risks. role nthe isson of aproject
complete and timely. oversight of the risk regiter tothe designated Steering
The Council's Records 1AM practices | Develop a plan forrall ot | Development and roll out of 25 year X new project brisf and pan will be.
Management (RM) policy has are not and review which must be | implementation plan by the IGU for the developed and submitted to the The greatest
n in de ted, tracked by the of records. Council's Change Board by the end of barrier to this
2014 but the mandated local consistent, or Council summer to ensure that we meet our nitiative will be
o supprt gement; this years information statutory commitments within the resourcing within
compliance have yet to be fully |isarisk that governance annual plan Councif's5-year records management the 16U to provide
embedded across tf records and A review of the ‘state of plan (due for reassessment by tt professional
organisation. information are | play’ of any RM The IGU will work with DROs this year to regulator in June 2021). Timescales, assistance and
lostand resource requirements and prioites support and
The Council Records be undertaken by each will be incorporated into the will be reassessed as part of this exercise| continued
Mansgement policy states that | The Council may | Diectorate; implementation plan. Subsequent 0 ensure tha statutory commitments managerment buy-
Retention of staff must follow local not sble to reviews will be spit between the annual can be met. Kevin Wilbraham, in'to notonly
Corporate confirmthey | Directorates / teams. information governance maturity Information create / bring None - work has
Knowledge | withinfoca ProjectBrief will be submitted tothe | Govermance Willbe treated - in together records | been priortised
ce1s1s & Insight Records Management Manuals. | regulatory | approved AM manual must | base eview of RM manuals Historic |01/12/2016 | 31/07/2018 | councirs Change Board by Jul-15. anager, | Loy Newdall | Serice Area | Management | aspartofthe 6
1 Records o Lo, manuslsbutto | workplan for
Management pracicesare documented and | due tothe lack o | hrough to completion; | The IGU will work with the relevant Governance. ensure they are 2018,
Procedures

controlled in some Council
services, there are, as of yet, no

monitoring of RM
procedures,

and

service areas to investigate whether

common procedures can be developed —

pproved records

Council. We understand these
will be developed over the next
five years. The large
transformation program
underway in the council will
stress the current local
documentation and processes in

the [to fines or

reputational
damage for CEC
staffand
politicians.

Finance, Health and Safety
and HR that can then be
implemented in local
directorates and teams.

The I6U
Information Council on progress with

initial pilots, then the wider roll out and
eventually a review and audit schedule

maintained by
staff. Active
support from
Directorate
Records Officers.
and senior
managers within
Finance and HR in
particular wil be
necessary.




The Councl has not yet Good AM relies | Training needs to be | DRO training to be finalsed and olled Subjectto the provision of appropriate
completed training staffon | on understanding [ monitored by ODand [out by IGU evidence, Internal Audit willconsider
Information Governance and both good reported to the conflating this action with RES1617.
P g the (same action - see below). Maturity.
in ot al staf having had the fan annual information model assessment has been tested
opportunity to understand what | with training and | Information Council on a | governance maturity assessment that through Internal Audit with Schools and
is expected of e ] dicati will local and. Community Centres to ensure the
am being key to thi. [the percent ofstaffthat | corporate levls - with an iniil pilot approach is valid and robust. Work s
e are sl planned and a ful roil out later n the currently being undertaken to turn the
the |to complete the required ar process into a self-assessment exercise
oftaining is devolved to e | policy i esslkely | rining per Directorate; rather than specilst ed interviews and
managers and subject matter | to be understood 16U will work with Communications to assessments to ensure scalability across | Kevin Wilbraham, Communications
etentionof perts, and followed, plan | finalse and the Council Aim i totest this new \nformation Suppartwilbaraqird
OTPOME | gy atey g in place. While it y raising lan for this approach by the Autumn, with a full roll | Governance. Wil be treated -in | t© PTomote the eventual
CO1815 | Knowledge | ms-::x Medium (.1 satory for all staff have to [ the risk of CEC | delivered to Directorate | year that will incorporate messages Historic | 01/03/2016 | 01/12/2018 |y ot the end of the year to inform the Manager, Lestey Newdall | - ress by Service Area | 010Ut and buy-nfrom | - No Impact
undertake the Information not retaining. abou e 201916 annual plan. Corporate. senlor management to
2. Training Governance training e-learn information or signposting to existing and developing IG Governance. support the annual
(which includes training on RM | records. IGU need to assess the training resources - including specific exercise.
policy), this has not been d
completed by al saff (with only |potentialy | plan an approach to | records management content that goes
8th 8 ] beyond
September 2015). regulatory or procedures across the module.
Directorates;and
In addition no specifctraining | requirements.
has been witten
the directorates’ Records tobe isued by
Offcers to enable them to sppropriste senior
understand their enhanced role management on the
Whie the Council the overnance maturity Maturity model assessment has been
model il be used to audit information tested through Internal Audit with
Polcy, there s no evidence that | the policy the ooy recog ounci Schools and Community Centres to
ithas been reviewed since 2006, | Councl have an _|standards,leveraging | to ensure that controls are embedded ensure the approach isvalid and robust. Communications
It also lacked sections that would incomplete, | sources o security and followed. Incident reporting will lso Workis currently being undertaken to Supportwill be
be expected within an inconsistent i e turn the process into a self-sssessment required to
such |control ctice,suchasthe | risk ilary the Councifs exercise rather than speciaistled promote the
as: environment | ISO/IEC 27000 series of | Information Asset Register will also help interviews and assessments to ensure eventual roll out
relating tohow [ standiards, or making use | to dentify security risk to Counci scalabilty across the Council. Aim s to and buyin from
An ntroduction sating what CEC|information is | of endorsed assurance | information, ensuring that Council test this new approach by the Autumn, Senior
Review of City| are trying to protect and why; | protected across | sch information ” with a full oll out at the end of the year management to
of Edinburgh Astatement of supportfor [the Counci; | the Cyber Essentials o inform the 2019 16 annusl pan. Kevin Wilbraham, Support the annual
’ f‘“‘"““ Information Security from the Scheme; Information exercise.
information |, gy Board or CEO; The lack of an up Responsibility to update and expand the | Governance. Will be treated - in
RES1617 GF?:':::::: s A section that Historic | 01/12/2016 | 01/12/2018 |\l i i rest with mager, Lesley ewdall | serica Area Maintaining the Noimpact
fits with the wider polcy robust training | annual reviews o the individual nformation Asset Owners. Corporate information ssset
framework; programme. Guidance and trining toreinforce this | Governance. register with
1. Information A section to discuss the creates the risk of | across all key stakeholders, message will be published and frequent updates
Security inconsistent staff compliance disseminated as part of our GDPR will be challenging
be achieved consistently across |behaviourin | and business preparations and wil be circulated and within existing
the Council an relation to representatives; on offer by the end of Jly. Maintaining resource. Buyn
How assurance over compliance | protecting the nformation aset regster n light of from senior
withthe policy will be achieved. information; | Review the approach to frequent updates willbe challenging management to
sain ongoing assurance. within exstng resource. Buyin from Support the
The Council have poicies that | Breaches may not | thatthe Information senior management to support the Iformation Asset
staff annually attest to reading, | be escalated | Security Poices Information Asset Registr s 150 & Register s ls0 8
including promp requirement requirement.
Employee Code of Conduct; | timely manner | embedded across the
The > Develop an nteractive e-learning
iths for ot fully each [through the package for nominated inviduals with
the role are Councis Information Asset Regst responsiilties for nformation
working with the Information | Information management matters with content
Asset Owners (IAO) to establish | Governance deliver on their roles and | undertaken that will inform specific signposted from across the Information
o " Governance poliy framework. This wil
the annual plan of the therefore not information asset management roles be developed over the summer and
Information Council. However as | managing Abaseline measurement | within the Council o supplement rolled out over the autumn.
3t 18 August 2015 these roles o
Review of ity were not fled, missingthe | lne with Governance stategy | Traning content iscurrently under
of Edinburgh planed 31 July 2015 target. should algned o The training will be
Counci individualsare responsibl for | regulatory within each Directorate; | the Councif's new induction and Kevin Wilbraham, dependent on support
Information mandatory learning framework. Information from Learning &
Governance [Strate 5 The Governance Willbe treated -in | Development and buyin
REse17 | o {2 e | MBI ot ar ot s ithn e Doaquaty [shoud b conducted and.|completed he deveopmentof conen |  450rc | 01422016/ 03072018 onatr, | S| ey e s [romenier | O™
torat " for an annusl nformation governance Corporate management to support
2.Information d resolution of senior 5516 Governance the undertaking and
Governance Dsta Quality jtoring [ the CAFM project levels. vaining
Readiness compliance with Information | and there i ik | basis; This will provide a baseline measurement
Governance and reviewing | that they may inrelaion to the information
be logged and tracked by a | are currently being nvestigated with B,
costs,or staffare | central resource an with initil pilot planned for June with a
The Data Councllhasbeen | not utlsed Osts |l ol The
ings 352 standing to Internal
5 analyss and Audit's own audit methodology as part
and isues regarding data. decision making s of the Schools Assurance Framework
The Information The Subjectto the provison of appropriate
policy states thatalstaff must | Governance | monitored by ODand | modiule is mandatory for all Council staf. evidence, Internal Audit willconsider
undertake mandatory P d the majority of these actions to be
Information Governance training | risk offaiing to | approprite senior targeted communications within the losed. This will leave one remaining
and are required toattestto | ulfits purpose, organisation to complete action around role-specific training for
reading the policyon an annusl |35 ncilon a [ the module. As of 1 March 2016, 5837 information asset owners and
basis. As 3t & September 2015, | wider Council are |periodic basis,indicating | members of staf have stated the individuals with assigned responsibity
circa 21% ofstaff had completed |unaware of thei [ the percent of staff that | module - 72% ofstaff who have access for information management.
8 in| rolg are sl 0.3 C. Ofthese, 5141 have passed
June 2015, The expected responsiilties. [t complete the required | The IGU has also created  brifing note Risks in this area continue to be
Review of ity o P ; v mitigated through a number of actons,
of Edinburgh end of September 2015. Wwhich has been disseminated to hard to including  completition of 3 manger’s | Keuin Wilbraham,
Counci he Information reach’staff who do not have access to module and ollout, together with \nformation
Information |strte While there i speciic role Governance folesand | PCs. This s also supported, where foundational level elearning module, | Governance Willbe treated - in
Restey | (rlormatin | ‘“ﬂ::‘ Medium Sheveiil eoires, wistoic | 01/12/2016 | ovjosfz018 | ol S e and mager, Lesley Newdall | service rea N/A No Impact
Framewors formal trining n place for Data plan should be developed | training provided by the Data Protection ecords management,provides Corporate
Stewards, and Information Asset immediately, with speci sufficient basic level overage for al Governance.
3. Traning Ownersto enable them to focus on Data Stewards, | Inaddition,all staf have read the Councloles. This s being bt upon
understand thei roles and Inf Owners | Counir with a face o face monthly training
responsiilties a5 per the policy. Risk offerings thatwill taget diferent
Office and their Deputy, 35 | the Councifs annual mandtory policy groups within the Counci, which wil
wellas Managers and any | awareness programme. startin June and be promoted via
other specifctaffas | Upon completion ofthe Councif's Communications and Learning &
sgreed by the nformation | Transformation exercise and associated Development
i structural changes,all staf il be asked
to undertake refresher training,inclucing;
role specifc traning currently being
developed




Appendix 3 - List of ongoing Internal Audit work within service areas

Audit Title Status Comments

Health and Social Care

1. Care Inspectorate Report Fieldwork Currently in fieldwork and not yet possible to determine outcomes.

2. Purchasing Budget Management Draft Report preparation | Initial findings discussed with H&SC — draft report being prepared for issue by IA

3. Community Care Capacity and | Draft Report preparation | Initial findings discussed with H&SC — draft report being prepared for issue by IA
Access

4. Resources Draft Report with 1A Draft report with 1A for finalisation.

5. Customer Transformation

6. HR and Payroll - Drivers Draft Report preparation | Outcomes discussed with HR and Place — draft report being prepared by IA.

7. CGl Contract Management and | Draft Report preparation | Outcomes discussed with ICT — draft report being prepared by IA.

Cyber Maturity (PwC)

Communities and Families

8.

Foster Care

Final report issued

Final report was issued 11 May 2018.

Lothian Pension Fund

9.

Pension Tax

Final report issued

Final report was issued 30 April 2018.

Place

10. Port Authority Security

Final report issued

Final report was issued 18 May 2018




11. St James project

Draft report with |A

Draft report with IA to finalise. Has been delayed as reports with High rated findings
have been prioritised for completion.

12. Zero Waste project

Draft report with 1A

Draft report with IA to finalise. Has been delayed as reports with High rated findings
have been prioritised for completion.

13. Edinburgh Building Services

Final Report Issued

This review assessed whether the findings raised in the August 2016 review of
contract management arrangements and processes had been implemented. 2
Historic findings have been reopened (one High and one Medium) and are included
in the historic population of 30 findings to be reopened across the Council. Two new
findings were also raised and these are reflected here.

14. Structures and Flood Prevention

Draft report preparation

IA preparing draft report.

15. Fleet Project

Fieldwork

Currently in fieldwork and not yet possible to determine outcomes.

16. Health and Safety — Waste and
Recycling (PwC)

Draft report with Place

Draft report with management to finalise agreed management actions

Strategy and Insight

17. Resilience

Draft report with |A

Management responses received and draft with 1A to respond.

18. Councl Wide

Draft report with

Awaiting revised management responses from ICT

19. Phishing Resources - ICT
20. Records  Management — St | Willcomplete in 2018/19 - | Completion date to be determined. A project has now been established within
Katherine’s Currently in fieldwork Strategy and Insight to support completion. Likely that this review will continue into

Main impacts will be on Communities
and Families and health and Social Care

the 2018/19 plan year.

21. GDPR Readiness (PwC)

Draft report preparation

PwC specialist review. Initial outcomes have been discussed with management and
the draft report is being prepared.
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Executive Summary

This report sets out details of all High and Medium rated overdue Internal Audit (1A) findings,
that fall within the remit of the XXXX Committee.

As at date, there were a total of XX High and XX Medium rated overdue IA findings

It is the responsibility of senior management to implement agreed management actions to
address internal audit findings within agreed timescales, to ensure that service delivery risks
are effectively mitigated and managed, and frontline services protected.

It is the responsibility of the XXXX Committee to scrutinise and challenge officers, to confirm
that they are taking appropriate steps to address overdue findings, ensuring that risks are
appropriately treated or mitigated in a timely manner.
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Report

Internal Audit: Overdue internal audit findings referred
from the Governance, Risk, and Best Value Committee

1. Recommendations

1.1 Members of the XXXX committee are requested to:
1.2  Scrutinise the overdue Internal Audit findings;

1.3 Consider whether progress and the revised implementation date are appropriate
given the ongoing risk that has not yet been addressed.

2. Background

2.1 In May 2018, the Governance Risk and Best Value Committee decided that all High
and Medium rated Internal Audit overdue findings should be forwarded to the relevant
Executive Committees for additional scrutiny and challenge.

2.2 The IA definition of an overdue Internal Audit finding is any finding where all
associated agreed management actions have not been implemented by the final date
agreed by management and recorded in Internal Audit reports.

2.3 1A overdue findings are reported monthly to the CLT and quarterly to the GRBV.

2.4 ltis anticipated that the greater visibility that reporting to CLT; GRBV; and Executive
Committees provides will result in more Internal Audit findings being closed on time,
ensuring that the associated service delivery risk is effectively addressed.

3. Main report

3.1 There are a total of XX (XX High and XX Medium) overdue Internal Audit findings
that fall within the XXXX committee’s remit as at xxxx

3.2 Of these XX% are more than 3 months; XX% more than 6 months; XX% more than
one year, and XX% more than 18 months old.

4. Background reading/external references

4.1 Insertlink to latest GRBV report
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Appendix 1. High and Medium rated Overdue Internal Audit Findings

Audit Report

Finding

Risk

Agreed

Management

Action

Original Date

Revised Date

Number of
Date
Revisions

Latest
Update
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